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1. AGENDA ITEM 1: MEETING ORGANIZATIONAL ISSUES 

1.1 The Working Group Rapporteur, Jean-Yves Piram, welcomed the participants to the 2nd meeting of 
Working Group N (hereafter "the Meeting"). The list of participants is included as Attachment B to this 
report.  

1.2 The Panel Secretary, Robert Witzen, said that there was an ICAO Regional Seminar on implementation of 
Data Link and SATCOM Communications, which would be taking place in parallel with the present 
Meeting, on November 17-19th. The location for the Seminar was the Regional ICAO Office in Bangkok. A 
particular reference to ATN activities had been included in the Seminar, since inclusion of ATN activities 
in the scope of ACP. The 2nd session on Monday 17th would be dedicated to ATN considerations. Other 
activities would be short-range communication systems including voice systems, Air-Ground Data Link 
systems and ADS-broadcast systems. Long-range communication systems, including satellite and HFDL 
would also be addressed. WGN participants would be welcome in the Seminar, if willing to attend. 

2. AGENDA ITEM 2: APPROVAL OF AGENDA 

2.1 Jean-Yves Piram presented WP01, which was the agenda of the Meeting. The agenda was approved without 
amendment. The agenda is included as Attachment A to this report. 

3. AGENDA ITEM 3: COORDINATION WITH / INPUTS FROM OTHER BODIES 

3.1. An update from the Panel Secretary 

3.1.1 The Panel Secretary reported that Torsten Jakob from Germany had joined the CNS section in ICAO. He 
was a specialist in radio-frequency matters. Judimar Chagas, Chief of the CNS Section agreed that Torsten 
would work for the ACP. ICAO had sent a State Letter for membership of ACP and was expecting a return 
from States in the next few months. The ACP web site would be updated soon to make sure that it was 
useable as an appropriate communication tool for the Panel and its working groups. The question of the 
ACP/1 meeting date was being discussed at ICAO. The plan was for 2005. Robert Witzen intended to poll 
the Panel members about an accurate date. If significant material would need inclusion in SARPs, then the 
meeting would need to be held before March 2005, for that material to be applicable in November 2006. 
Otherwise amendments to SARPs would be applicable from November 2007 only.  

3.1.2 The Panel Secretary also reported that there had been an Air Navigation Conference (ANC/11), 
concentrating on Radio-Frequency issues, Navigation issues (GNSS), and Air-Ground Communication 
Systems. In the ATM section, various issues were addressed that might be relevant to the work of this WG. 
This included in particular security issues. The resulting actions would be passed to appropriate working 
groups in accordance with ICAO procedures and WG terms of reference.  

3.1.3 The Panel Secretary then reported that since the 1st WGN meeting, there had been a WGF (frequencies) 
meeting and a WGC (concepts) meeting. In the WGC, a few issues possibly requiring co-ordination with 
WGN had been discussed.  
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3.1.4 Brian Cardwell asked when a feedback about the replies to the State Letter about AMHS MD Registration 
would be available to the WG participants. The Panel Secretary replied that ICAO had received a high 
number of replies. He suggested that the way of publishing this information should be discussed in the 
meeting. He said that the way to update the list should also be discussed. This could be under Agenda Item 
6. 

3.2. Co-ordination with WGC 

3.2.1 Kors Van Den Boogaard reported about the recent WGC meeting that had taken place in Toulouse, last 
October. The first task had been UAT. A second task was VHF spectrum congestion. The shortage of VHF 
frequencies in Europe was now expected not before 2016. New systems should then be foreseen only in that 
timeframe, this would leave time to use up-to-date technology at the appropriate moment. Another task was 
to do an inventory of technology and see if applicable to the aviation. Another issue that had been discussed 
was the translation of operational requirements into technical requirements. Institutional issues had also 
been discussed: the ANC had expressed guidelines, so as to be careful not to develop standards that were 
not going to be implemented. 

3.3. OPLINK Panel 

3.3.1 Frédéric Picard informed the meeting that there had been an OPLINKP WGB meeting in Annapolis from 
October 27th to November 3rd. Fruitful meeting with a lot of decisions being made. Many changes to 
CPDLC message set, this would be a major input to the CPDLC application. There had also been 
discussions about AIDC. 

3.3.2 It was agreed with the Panel Secretary that WGN would be periodically informed about the work of 
OPLINKP WGB. This would be beneficial to the work of WGN, because this was the main source of 
operational requirements to be taken into account by WGN. 

3.4. ATN Implementation bodies 

3.4.1 Craig Head informed the Meeting that the ATNTTF (Asia/Pac ATN Transition Task Force) had planned 
an ad-hoc WG meeting . The working group was responsible for the development of various documents: 
performance issues, systems management issues, etc. These documents were expected to be completed for 
the next ATNTTF meeting in April 2004. 

3.4.2 Danny Van Roosbroek presented WP08 (EATM Communications Strategy). Earlier versions of the 
EATMP Com Strategy had already been made available to ICAO Working Groups. He presented the 
general approach of a description into services and networks, and then focussed on recent updates to the 
strategy. This included a study of criteria to select data distribution mechanisms, with two distinct model: 
store-and-forward (AMHS) or point-to-point database synchronization (e.g. as in the EAD model). The 
decision to implement AMHS over TCP/IP in the EUR Region was also a recent addition to the COM 
Strategy. Robert Witzen asked how these future plans would be coordinated with ICAO Global plans for 
future communication systems, and how consistency would be ensured. It was clarified that the air-ground 
plans were fully in line with ICAO standards. As far as ground-ground plans were concerned, they were co-
ordinated with the ICAO Regional Office in Paris, and they were generally endorsed by EANPG at an 
appropriate moment in time. The Rapporteur added that such strategic guidelines were required to know 
what long term targets could be. However, States should not make confusion between such long-term 
planning and the short-term need to implement the systems or services that had already been standardized 
and approved globally at ICAO level. To clarify the distinction between the strategy and potential future 
evolutions, Danny Van Roosbroek summarized that the strategy was ATN and VDL2 for air-ground (the 
first possible evolution being at sub-network level) and TCP/IP (with IPv6) for the ground. 
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3.5. Information about WMO 

3.5.1 The Panel Secretary informed the Meeting about an inter-office memorandum from the Air Navigation 
Bureau Director that had been sent to the ICAO Regional Office Directors, dealing with the WMO's plans 
to migrate from alphanumeric codes to BUFR-coded aeronautical meteorological messages, starting from 
2007. The ICAO ANB highlighted that the ATN or ATN-compatible networks would be able to carry these 
new table-driven code formats. Robert Witzen said that in the future, WGN would need to work on that 
particular issue to ensure that this capability is offered in due time. The memorandum would be made 
available to the Meeting for information. Brian Cardwell complemented that information with the fact that 
the subject had been discussed in a recent COG (EANPG preparation) meeting, so as to start taking into 
account this memo in the EUR ICAO Region. He said that a possible consequence was that all AFTN 
terminals would need to be able to receive binary data by 2015, and also from 2007 the delivery of TDCF 
(binary data) would already be started to some terminals. The memo requested regional offices to start the 
development of migration plans to support this requirement in an appropriate manner. Brian Cardwell 
commented that individual regional plans were maybe not the most appropriate way forward, and that some 
initial inter-regional planning might be needed as a pre-requisite in order to develop a solution that has less 
impact on end users.  

3.5.2 From a more general perspective the Panel Secretary said that there was a need for increased inter-regional 
coordination, and that WGN might need to participate in this task, where this could be encouraged.  

3.5.3 The Panel Secretary informed the Meeting about an APIRG (AFI) meeting held in June 2003. It had been 
agreed to collect information about States planning for AIDC and AMHS implementation, so as to get a 
common view of all deployment plans in the Region. 

3.5.4 The Panel Secretary proposed that in the next WGN meeting, the Secretariat would make a report of all 
decisions made in Regional Planning Groups about regional implementation plans, that were of influence 
on the work of the working group. This proposal was accepted by the Meeting. 

3.6. Preparation of joint session with WGM 

3.6.1 The Rapporteur informed the Meeting that there had been a final CCB meeting. A summary of past 
maintenance activities for ATN documentation was made, including an inventory of all PDRs. A 
consolidated set of changes to Doc 9705 would be produced, but not available for the next week's meeting. 
It would be delivered by the end of the year. This would be presented by WGN as a deliverable to WGM. He 
also suggested that WGN could make proposals to WGM in terms of working methods, based on the past 
experience of the ATN maintenance activities through the CCB electronic co-ordination. Brian Cardwell 
supported the idea that the electronic way of working be proposed to WGM.  

3.6.2 The Panel Secretary said that with regard to the required co-operation between WGM and WGN about 
ATN documentation, there was a need to develop methodology between both groups. The activities of 
WGM were also relevant to WGB, or WGC, from time to time, and to WGF to a lesser extent. The Panel 
Secretary suggested that within WGM and in WGN, a combined subgroup should be created to allow the 
maintenance of ATN material to be discussed, in the most appropriate group at a given point in time. That 
would take away the requirement to WGM and WGN to always meet at the same time, and enable WGM to 
also hold joint meetings with other working groups, as appropriate. Brian Cardwell supported the idea of a 
combined subgroup.  

3.6.3 The Panel Secretary asked for a WGN recommendation about appropriate time for a 4th Edition of Doc 
9705. The Meeting agreed to provide a response after further discussions, as soon as a position could be 
established with this respect.  
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4. AGENDA ITEM 4: INTERNET COMMUNICATION SERVICES 

4.1. Subgroup N1 progress report 

4.1.1 The SGN1 Chairman, Brian Cardwell, presented WP9 (report of 1 st meeting of SGN1). Because this was 
the 1st meeting of the subgroup, a large part of its work had been re-baselining. There had been some 
informal co-ordination by SGN1 meeting participants with the AEEC 664 working group, the result being a 
certain level of common understanding. As part of the re-baselining activity, the status of ICS Guidance 
Material had been investigated. Documents appropriate in view of the SGN1 terms of reference would be 
re-circulated. The IP SNDCF that had been completed earlier would also be re-distributed. The use of 
TCP/IP had been discussed, and it had been agreed to ask that experts nominated by States and 
Organizations submit WPs to SGN1 that indicated their position on this work item. This would be the 
starting point to determine whether work would be required in this area. This would allow to propose a 
subgroup's position to WGN, for further progress and decision by the ACP and the ANC, prior to starting 
significant technical work. The Meeting was informed that some validation of the IP SNDCF had been 
completed. However, the validation report had not been produced and exact timing for this was not known. 
The intention should be that this activity be completed September 2004 so as to enable adoption of the IP 
SNDCF by the ACP/1 meeting. The SGN1 list of deliverables had been established to reflect the status of 
work reported above. Finally, there had been discussions about the SWIM concept. It had been noted that 
an endorsement of the SWIM concept by an ICAO operational panel and by the ANC would be required, 
before developing the subject within ACP. States and Organizations working on SWIM should be invited to 
produce WPs about the ability of the ATN ICS to support the SWIM concept. 

4.1.2 Brian Cardwell said that he would prefer that  another Chairman be nominated for SGN1, if possible. 
However, if there were no other candidate, he would try to continue but there might be practical limitations 
to his involvement. 

4.1.3 The Panel Secretary asked which of the SGN1 deliverables would be deliverables to the ACP/1 meeting. 
Brian Cardwell clarified that the six identified deliverables could be presented to the Panel, but with 
different status. It should ultimately be a WGN decision to determine how to proceed with each document. 
The IP SNDCF specification would be submitted for inclusion in Doc 9705. The IP SNDCF Guidance 
Material would be submitted for inclusion in Doc 9739. The IP SNDCF validation report would be 
presented as evidence that the IP SNDCF was complete and mature. The three other documents (Merits of 
ATN ICS paper, use of TCP/IP policy statement, report on opportunity for direct use of TCP/IP 
internetworks by aeronautical applications) could be delivered with a status to be determined. The last two 
documents were an outcome of the task to investigate the use of TCP/IP in aeronautical interworking. 

4.2. Technical discussions  

4.2.1 The SWIM concept had been discussed in SGN1 and some elements of the discussion were continued in 
WGN. The action recommended by SGN1 was endorsed by WGN, this action was inviting 
States/Organizations to produce WPs about the adequacy of ICS for SWIM. 

4.2.2 Leon Sayadian and Kelly Kitchens presented WP05 (System-Wide Information Management (SWIM) 
Concept in the ATN Architecture), that had been presented in SGN1 and had served a s the main 
contribution on this subject. The paper introduced the SWIM concept for the global ATM, discussed how 
SWIM incorporated many objectives and constructed with the ATN, and proposed that the future WGN 
tasking include convergence with the SWIM approach for global ATM information exchange. It was 
clarified that the work proposal was focused on convergence between ATN and SWIM, particularly at the 
level of potential ATN ICS support of the SWIM concept. Such level of potential support would be 
evaluated in the future. 
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4.2.3 Leon Sayadian and Kelly Kitchens presented WP06 (Running ATN Applications Services over Transport 
Control Protocol/Internet Protocol version 6 (TCP/IPv6) Infrastructures). The WP presented a rationale and 
technical approach for providing ATN applications and services using Commercial Off The Shelf (COTS) 
industry-standard TCP/IPv6 communication protocol stacks. It recommended porting the canonical ATN 
architecture to the widely available TCP/UDP/IP Internet concept. Brian Cardwell commented that the 
paper was in line with the task allocated to WGN by the ACP, to consider the use of TCP/IP in aeronautical 
interworking. This paper was the first contribution on the subject. He added that the other option with 
respect to TCP/IP in aeronautical interworking would be "do nothing". WGN's role should be to 
recommend to the ACP what was sensible and achievable between these two opposed options. Frederic 
Picard recommended to avoid modifications to the applications, whilst some aspects of the paper could be 
interpreted as suggesting such modifications. Kelly Kitchens and Leon Sayadian clarified that there was no 
intention in WP06 to modify ATN applications. The paper was recognised by the Meeting as a contribution 
to this WGN task, which should be progressed along the principles set by the SGN1 Chairman, Brian 
Cardwell. 

4.2.4 Leon Sayadian and Kelly Kitchens presented IP02 (New US Department of Defense (DoD) Systems to use 
Internet Protocol Version 6 (IPv6)). The paper discussed the ramifications of a US DoD policy issued in 
June 2003 concerning migration of the international Global Information Gird (GIG) to IPv6 by 2008. This 
was seen as an example of a major entity adopting an IPv6 infrastructure and planning for fast migration. 
The information was noted by the Meeting. 

4.2.5 Al Burgemeister presented IP10 about the current AEEC work on Ethernet and TCP/IP aboard the aircraft. 
The paper provided a table of contents of the document currently being produced by AEEC. The full 
document would be made available to the Meeting participants on the CD-ROM gathering all the Meeting 
papers. 

4.2.6 Danny Van Roosbroek presented IP08 (Flight Data Management Concept). The FDM concept was a long-
term vision, in which there would be a "flight object" for each planned or active flight, contained the latest 
confirmed information about the flight, so as to enable stakeholders to have suitably controlled access to 
this information for performing their operations. This concept applied the SWIM principles and should 
therefore be considered as deriving from SWIM. 

4.2.7 Thien Ngo presented IP05 (Global Communication, Navigation and Surveillance Systems (GCNSS)). The 
GCNSS was another derivation of the SWIM concept, incorporating both communications and secure data 
management functions. GCNSS was based upon a hybrid ground- and space-based CNS architecture for 
global voice and data communications. Thien Ngo highlighted that the SWIM concept was distinct from 
network layer, and from application layer. 

5. AGENDA ITEM 5: AIR-GROUND APPLICATIONS 

5.1. Subgroup N2 progress report 

5.1.1 Frederic Picard presented WP10 (Working Group N Subgroup N2 – Subgroup Report). The paper reported 
about the progress achieved by SGN2 in its work programme, since the 1st WGN meeting in Montreal. The 
report structure was aligned on the terms of reference of SGN2, and provided information on activities and 
level of achievement reached by the subgroup with respect to each task. Concerning monitoring of new 
and/or revised air-ground application user operational requirements, three sources had been identified: the 
former ATNP, the OPLINKP and the EUROCAE WG-53/ RTCA SC-189. The work resulting from the 
outstanding new operational requirements from the ATNP was awaiting information from States. Tasks 
arising from OPLINKP and EUROCAE had been identified, but the subgroup awaiting a formal approval 
of these operational requirements by the OPLINKP to start the ATN-related work on these subjects. 
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5.2. Technical discussions 

5.2.1 Kors Van Den Boogaard said that there would be a need to know how much traffic would be generated by 
air-ground data link applications, to prepare requirements for the subnetwork, as discussed in WGC. 
Frédéric Picard replied that the traffic generated would depend on the considered airspace, on the type of 
implemented services, etc. Danny Van Roosbroek added that it would depend also on the equipage level of 
airplanes.  

5.2.2 Frederic Picard presented WP18 ("Repository of potential Operational Requirements for Air/ground ATN 
applications"). The paper contains the list of identified potential operational requirements developed by the 
OPLINK Panel or by the RTCA/EUROCAE, that could have to be supported by future versions of the air-
ground application technical provisions. He stressed that the work could not yet be started about the 
operational requirements (ORs) listed in the document, because the identified ORs were not formally 
endorsed by the OPLINKP, and also there was no document consolidating the decisions taken during the 
WGB meetings, but rather, information disseminated in the WGB meeting minutes.  This was subject to 
interpretation, and it was consequently not a good starting point for future work. WP18 was a standing 
document keeping track of evolutions of these outstanding operational requirements. Frédéric Picard then 
went through the list of requirements highlighting the changes that had occurred since the WGN01 
meeting. New or modified requirements were related mostly to DCL (Departure Clearance) and CPDLC 
(message deletions, addition/modification of message elements, version management, etc.).  

5.2.3 It was agreed that an action should be taken by the Panel Secretary, to request the OPLINK Panel Secretary 
to consider the list provided in WP18, and to give a formal advice about the requirements in the list that are 
stable and mature enough to enable WGN to start working. SGN2 could then start the development of new 
technical provisions for ATN applications in support of these operational requirements.  

5.2.4 Danny Van Roosbroek had learned from another source that EUROCAE/RTCA had been doing 
specification work about operational requirements for the FLIPCY (flight plan consistency) data link 
service. He asked why these new requirements had not been received from EUROCAE/RTCA. Frédéric 
Picard replied that to his knowledge, there had been no instruction from the OPLINKP stating that FLIPCY 
should be supported by ATN applications. He saw this as a newly identified OR stemming from the 
EUROCAE/RTCA, that should be added to the OR table. This would allow to also request a formal 
approval from OPLINKP for developing SARPs and/or Guidance Material for the FLIPCY service, in 
accordance with the action above. This approach was supported by the Meeting. 

5.2.5 Danny Van Roosbroek presented WP07 (EUROCONTROL GACS Project Achievements). The paper 
reported the achievements of the Generic ATS Communications Service (GACS) implementation project 
undertaken starting in 1998. An informational CD-ROM about GACS was also distributed. The paper 
included a technical presentation of GACS. It emphasised that GACS had been adopted by AEEC, as part 
of AEEC specification 637, in particular for migration of ACARS-based AOC or ATC application over an 
ATN air-ground data link. The validation and prototype implementations were described, including 
ATS/AOC flight trials with airlines' test aircrafts. GACS was now available for operational use by airlines, 
e.g. for AOC purposes, and also as a building block for the rapid development/prototyping of new data link 
applications. 

6. AGENDA ITEM 6: GROUND-GROUND APPLICATIONS 

6.1. Subgroup N3 progress report 

6.1.1 The SGN3 Chairman, Jean-Marc Vacher presented WP11 (Draft Report of the first SGN3 meeting). The 
main focus of the SGN3 meeting had then been on ATSMHS, including maintenance activities and 
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development of guidance for States implementing AMHS. PDR M3040002 (ATSMHS / Single LF in the 
ATS-Message-Header) had been discussed. This PDR had caused many contributions on the CCB mailing 
list, mainly from Germany and Spain. The position paper from the German DFS, which could not 
participate in the SGN3 meeting, had been presented. The SGN3 meeting had considered that the openness 
of ATN SARPs was very important, and had confirmed the reality of the defect. A preferred solution had 
then been agreed, and reported as a consolidated subgroup's agreement to the subsequent CCB meeting. 
With this preferred resolution, the CCB meeting had passed the PDR to status PROPOSED, and agreed that 
the PDR should be re-distributed with this new status, opening a period of two weeks for comments. The 
PDR being confirmed, the only acceptable comments would be alternative proposals for PDR resolution. 
The SGN3 meeting had also discussed CAAS vs. XF addressing schemes, based upon a Brian Cardwell's 
contribution who was concerned with a potentially widespread use of CAAS, because it would then require 
use of DIR The SGN3 meeting had eventually agreed that States should proceed with the Registration and 
Publication process, in co-ordination with the ICAO Secretariat and with the support of ACP WGN, 
particularly for the development of update procedures for the ICAO Register of AMHS MDs. The items 
discussed in SGN3 with regard to ATSMHS would be also be presented to WGN, although with less 
details. AIDC, the second ATN ground application, had also been discussed in SGN3 but to a lesser extent. 
The reason was the lack of formal inputs from the OPLINKP concerning new or amended operational 
requirements. However the SGN3 meeting had been informally informed that the OPLINKP was currently 
amending the AIDC ORs, the expected completion date for this being unknown by SGN3. The Meeting 
noted the level of progress of SGN3 and endorsed the recommendations previously made by the subgroup 
and reported above. 

6.1.2 The SGN4 Chairman, Tom McParland, reported that in the security subgroup, a WP had been discussed 
regarding the integration of security in AIDC. It had been noted that AIDC did not use the ULCS Dialogue 
Service, and that because of this, use of the common Security architecture as developed by the Security 
Subgroup would be difficult, because it was using the Secure Dialogue Service. To enable security to be 
integrated in AIDC Version 2, use of the dialogue service should be considered. Jean-Marc Vacher said that 
this would be taken in consideration at the moment of starting the specification of AIDC Version 2, and 
that co-ordination would be needed between SGN4 andSGN3 in this area.  

6.2. Technical discussions 

6.2.1 J.M. Vacher presented WP15 (Update of CIDIN references in ICAO ATN Documentation). The 
specification of the CIDIN/AMHS Gateway in Doc 9705 and 9739 included numerous cross-references to 
the ICAO CIDIN documentation. These references should be subject to a significant editorial update 
resulting from the recent publication of the Second Edition of the EUR ICAO CIDIN Manual (EUR DOC 
005), in which the structure of the CIDIN specification was completely revisited. WP15 submitted the 
resulting Amendments to Doc 9705 and Doc 9739 for endorsement. When considering this WP, the SGN3 
meeting had agreed with the proposed changes, and the paper had been subsequently presented to the CCB 
meeting. The CCB meeting had agreed with the proposed changes. It had further been agreed to distribute 
these proposed changes through a Class E (Editorial) PDR, with one week time frame for comments, if any. 
Given the "only editorial" aspects of the changes, few or no comments were expected. The Meeting 
endorsed these decisions of the previous SGN3 and CCB meetings. 

6.2.2 J.M. Vacher presented WP13 (ATSMHS terminology). This working paper aimed at resuming a task 
initially requested by the ICAO Secretariat and analysed options for an amendment of ATSMHS 
terminology, with a goal of simplification. The proposed resolution would maintain only two terms for 
"messaging over the ATN", “ATS Message Handling Service”(ATSMHS) and “ATS Message Handling 
System” (AMHS). The resulting Amendments to ATN documentation had been identified and submitted 
for endorsement. It was noted that the proposed changes were editorial only and had no impact at all on the 
current implementation projects. When considering this WP, the SGN3 meeting had agreed with the 
proposed changes, and the paper had been also presented to the CCB meeting, which had also agreed with 
the changes. It had further been agreed to distribute these proposed changes through a Class E (Editorial) 
PDR, with one week time frame for comments, if any. Given the "only editorial" aspects of the changes, 
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few or no comments were expected. The Meeting endorsed these decisions of the previous SGN3 and CCB 
meetings. 

6.2.3 Jean-Marc Vacher presented WP14 (AMHS implementation profiles). The paper was based upon an earlier 
SGA3 working paper (WP/3-5) about AMHS subsetting rules. The paper defined a list of seven “system 
subsets”, and, more important, a list of twelve functional AMHS subsets. The goal of this paper was to 
propose such AMHS subsets as the basis for Regional Implementation Profiles, and which could be 
specified as guidance material enabling an incremental development of AMHS. When discussing this 
paper, the SGN3 meeting had agreed with this recommendation. In addition to the WP presentation, Jean-
Marc Vacher reported that SGN3 had agreed to recommend Basic+DIR as a Minimum Global Profile for 
AMHS implementation. 

6.2.4 A thorough discussion then took place about this recommendation of Basic+DIR as a Minimum Global 
Profile. Brian Cardwell asked about the rationale for recommending this profile. Jean-Marc Vacher 
explained that this was for support of easier transition from a CAAS addressing perspective, and also 
because the Directory formed the main tool for transition from the Basic Service and the Extended Service, 
in terms of interoperability. Tom McParland asked what would be the impact of the paper from a 
procurement perspective. Jean-Marc Vacher explained that one of the goals of the paper was to show to 
States that incremental approaches were possible, and to advise them to insert appropriate provisions for 
future extensions in their calls for tenders. Such provisions could allow to smoothly increase the level of 
functionality of their AMHS systems and avoid the need to repeat major procurement operations (for the 
basic service first, and for the extended service at a later stage). Tom McParland suggested that a check be 
performed between the Asia/Pac ICD against the recommended profiles. Craig Head said he had been 
looking at the ICD: the ICD specified the Basic Service, and included a statement that this ICD might be 
enhanced in the future. Asia/Pac was also looking at supporting the Directory Services. Craig Head thought 
that the Directory should be part of the Minimum global profile. Tom McParland said that the DIR could 
also be useful just as a repository of address information, not necessarily mandating the implementation of 
a full Directory Service. Danny Van Roosbroek highlighted that there was a major requirement for profiling 
in Europe, due to the high number of States involved in the Region. He suggested that use of TCP/IP for 
Directory should be recommended as soon as possible. 

6.2.5 The Meeting then discussed how the Minimum Global Profile recommendation and more generally the 
implementation profiles would be formally recorded. Various options were examined, noting the similarity 
of such material with PICS/OICS. This was generally considered as Guidance Material. Danny Van 
Roosbroek recalled that the PICS/OICS had no official status in ICAO, however they were used in RTCA 
specifications. 

6.2.6 The conclusion of the discussion was that the work should be progressed on the basis of WP14, with the 
goal of producing not SARPs (no change was expected to Doc 9705) but guidance material, in a document 
to be determined.  

6.2.7 Jean-Marc Vacher presented WP/17 (Use of LDAP Directory in support of AMHS). The goal of the paper 
was to make a first general analysis of LDAP, which is the directory protocol part of the “TCP/IP protocol 
suite”, in the AMHS context. The idea was to use LDAP in support of AMHS, in addition or as a substitute 
for ATN X.500 Directory Services. The paper recommended that potential benefits and constraints be 
analysed more in-depth, and that detailed specifications for the use of LDAP Directory in support of AMHS 
be developed, including appropriate provisions to ensure interoperability between ATN Directory and 
LDAP. Jean-Marc Vacher reported that when considering this WP, the SGN3 meeting had agreed with the 
recommendation. 

6.2.8 Simon Blake-Wilson commented that a X500 functionality related to certification path building for PKIs 
was not supported by LDAP, this could be a potential constraint. He also said that some US governmental 
agencies had started similar LDAP initiatives. The WP recommendation was then endorsed by the Meeting. 
Tom McParland asked whether the future SGN3 work about this subject would take the form of SARPs, or 
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first of preparatory investigation work. Jean-Marc Vacher confirmed that it would be investigation work 
only at this stage. Brian Cardwell noted the risk of work or document duplication, given that LDAP was 
related to TCP/IP, and that SGN1 had been tasked with TCP/IP. Kelly Kitchens was uncertain to what 
extent this work was relevant to SGN1 ,because it was application-oriented. Jean-Marc Vacher confirmed 
that SGN3 mainly intended to look at the subject from an application viewpoint. It was agreed that SGN1, 
SGN3 and SGN4 should co-ordinate about this subject, and provide contributions as deemed feasible and 
appropriate. Danny Van Roosbroek suggested that X.500 over TCP/IP architectures be also studied. It was 
agreed that contributions on such options would also be welcome as part of this work.  

6.2.9 J.M. Vacher presented WP/16 (Global Co-ordination for AMHS implementation). In the course of the 
SPACE project, while defining AMHS design and implementation principles, it had appeared that some 
required principles were in fact not Regional, but Global. The goal of the paper was to present the identified 
tasks to be handled at a Global level, to define the implementation principles that were required. A list of 
tasks was proposed to enable the ACP or an appropriate body to progress this work within ICAO. An 
example of this was the establishment of Performance Objectives Allocation Plan. Some of these tasks were 
already in progress. Jean-Marc Vacher also reported that when considering this WP, the SGN3 meeting 
had agreed with the recommendation. Participants to the Meeting, including Jack McConnell and Tom 
McParland, supported the recommendation. Brian Cardwell thought that WGN was the most appropriate 
forum for this work, these tasks were already relevant to the WGN terms of reference. The recommendation 
of the WP and the task allocation to WGN were fully endorsed by the Meeting. 

6.2.10 Danny Van Roosbroek presented IP03 (Deployment of AMHS over TCP/IP). The paper had been developed 
by Claude Leclerc to inform WGN about a work being currently performed by Eurocontrol. The work 
consisted in developing a specification for the deployment of AMHS over the TCP/IP protocol suite. The 
eventual outcome of this work would provide a self-contained specification/profile of AMHS 
implementations to reflect Europe-wide requirements, as identified during the SPACE project. Jean-Marc 
Vacher said that he was informally co-ordinating with the people in charge of the task, so as to ensure 
consistency with the WGN activities. Danny Van Roosbroek also invited EUR States represented in WGN 
to formally provide the Eurocontrol COM Team with comments, as appropriate. The Meeting noted the 
information provided. 

7. AGENDA ITEM 7: SECURITY 

7.1. Subgroup N4 progress report 

7.1.1 Tom McParland presented WP12 (SGN4 Work Program Status). The paper was organized in accordance 
with the subgroup's terms of reference. The areas with most activities had been discussion of PDRs for 
updates to Doc 9705 Edition 3, start of work on VDL-3 subnetwork security, a demonstration of ATN and 
IPSec, the development of a draft System Integrity Policy, and an investigation of AIDC security policy. 
These work items would be presented in more details using dedicated WPs. The Meeting noted the level of 
progress of SGN4. 

7.1.2 Tom McParland briefly presented WP23 (Draft Report for SGN4 meeting 01). The paper expanded on the 
information provided in WP12, and provided more information about co-ordination with AEEC. 

7.2. Technical discussions 

7.2.1 Simon Blake-Wilson presented WP20a (Demonstration of ATN and IPSec). The paper described a proof of 
concept demonstration of ATN and IPSec carried out at the FAA Technical Center. The demonstration 
showed that IPSec can provide security for TCP/IP networks in order to avoid security concerns arising 
from the open and widely-used nature of TCP/IP, in support of conveying CPDLC messages. Another goal 
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of the paper was to provide a view of the specification that would be required for securing IP, if this 
solution were adopted by ICAO. Danny Van Roosbroek asked the relation to CPDLC security specified in 
SARPs. Simon Blake-Wilson explained that the security implemented here was at another layer than with 
ATN application security. Different layers would be expected to include different security features. 

7.2.2 Tom McParland presented WP19 (AIDC Security Provisions). The paper discussed the ATN Security 
Services and the lack of technical provisions for AIDC to meet them. This lack was seen as a hole in the 
ATN specification, given that AIDC would be the only ATN application without security. In the context of 
general enhancements of AIDC, consideration should also be given to the use of the Dialogue Service. This 
would considerably simplify the use of ATN application security. There was no intention to start the work 
immediately, but rather to wait for the opportunity of producing a new AIDC SARPs version, e.g. based on 
changes to AIDC application stemming from the OPLINK Panel. The paper asked about the number of 
AIDC implementations, to determine the potential impact of such work on existing applications.  

7.2.3 An experimental implementation developed by France (CENA) was mentioned, in which AIDC was 
implemented using the Dialogue Service. Danny Van Roosbroek said that the WG should consider this in 
the future. Frederic Picard explained that the idea of not using the Dialogue Service when developing 
AIDC had been to simplify the ASE specification, so as to concentrate the complexity in the CF 
specification. At that time, it was seen as an enhancement to the application architecture, and a "prototype" 
for future applications. From this perspective re-including the Dialogue Service in AIDC would thus be a 
step backwards. Danny Van Roosbroek said that rather than re-introducing the Dialogue Service, an other 
option would be to base AIDC Version 2 on the use of GACS. The Rapporteur also wanted to know the 
status of existing AIDC implementations; Europe had not implemented AIDC because of the existence of 
OLDI, however in other regions of the world deployment or use of AIDC might be in progress. An action 
had been placed earlier with the Panel Secretary, to investigate the status of AIDC work at OPLINKP. As a 
minimum, the result of this action item should be expected prior to starting any work.  

7.2.4 Simon Blake-Wilson presented WP22 (paper on Securing VDL Mode 3 via the XID Exchange). The 
motivation for this work had been support to the FAA Nexcom programme, that planned to integrate VDL-
Mode 3. The paper was presented in WGN because the way in which VDL-Mode 3 could be secured could 
potentially re-use the ATN security infrastructure. Simon Blake-Wilson commented that additionally, the 
same principle may also be applied for securing VDL-Mode 2. Five high-level approaches were studied, 
with the two most promising being analyzed more in-depth. Re-use of the ATN Security Solution was one 
of these. The next step would be to decide about the preferred path within FAA. The Meeting was invited to 
say whether it would recommend re-using the ATN Security for securing VDL-Mode 3. If this was adopted, 
some changes might be required to Sub-Volume 8 to allow VDL-Mode 3 specifications to simply refer to 
Sub-Volume 8.  

7.2.5 A discussion then took place about security across the different layers of the ATN architecture. Brian 
Cardwell commented that it had been agreed in the past that sub-network security would not be studied, but 
that security would be integrated in applications and IDRP. However WP22 and WP20a had been focused 
on sub-network security. Brian Cardwell was uncertain about the requirement to implement security at the 
sub-network level. Simon Blake-Wilson thought that it was out of scope in the ATN Panel, which did not 
mean that it would not be implemented. Tom McParland said that with the merging of activities within the 
ACP, this might be of interest again for the present Panel. The Rapporteur was concerned with potential 
amendments to ATN Security provisions stemming only from activities related to a particular sub-network. 
Brian Cardwell and Jean-Marc Vacher both thought that WGN would need a formal tasking by the ACP or 
possibly WGC or WGM, through the Panel Secretary, before starting such a work. Simon Blake-Wilson 
clarified that the bulk of the work was not expected to be done in WGN, but rather in WGM and/or RTCA 
SC172. Ultimately, there could be an impact on Sub-Volume 8 and thus on WGN's work. The goal of the 
paper was therefore to inform the Meeting that this could happen, and to obtain the view of the working 
group about this issue. Al Burgemeister and Stephane Tamalet shared the opinion that there should be a 
high level analysis, to determine at which layers security would be required, so as to avoid implementing 
security at multiple layers in the on-board avionics, if not strictly needed. It was agreed that SGN4 would 
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develop a paper to analyze at which layers security should be introduced, to provide a security level in 
adequacy with the requirements. Danny Van Roosbroek suggested that a starting point for this paper should 
be the ATN Security Concept developed in 1995 by Eurocontrol for the benefit of the ATNP, and endorsed 
by the ATNP/2 meeting. This was agreed by the Meeting. 

7.2.6 Tom McParland presented WP21 (Draft ATN System Integrity Policy). This had been derived from the 
System Integrity Policy developed in the Asia/Pac Region. The paper was presented to the Meeting for 
review. It had been discussed at length in SGN4, including to determine whether this was a subject to be 
discussed by SGN4. The paper was also related to discussions at the recent Air Navigation Conference 
regarding high-level security policies. In summary, the paper was presented to highlight the fact that 
security was not only a matter of technical provisions such as being developed by WGN, but should also 
include high-level concerns, and that appropriate bodies should take care of such matters. In the discussion 
which followed, Jean-Marc Vacher said that concerning AMHS, SPACE and SGN3 had made the same 
observation. Brian Cardwell made the same comment with respect to an ICAO study group working about 
the use of public Internet to exchange aeronautical information. The Meeting agreed to invite each 
participating State to inform WGN about its policy in the area of system integrity and system security. A 
consolidated view of these aspects could be reported to the Panel Secretary, together with a request for 
guidance about future tasks to be performed. 

7.2.7 Al Burgemeister presented Flimsy 1 (Thoughts on Security Sunrise and Sunset Dates). The flimsy 
discussed considerations regarding the timing and motivations regarding the introduction of, and equipping 
with, security provisions for aeronautical communications. The flimsy recommended that the procurement 
authority for security equipage be motivated by a cost/benefit analysis showing the relative value of such 
equipage. It also noted that it was incumbent on ACP WGN SGN4 to document the motivating factors for 
security provision, until a high-level body would take this role. The SGN4 Chairman commented that it 
would be useful to have a cost-benefit analysis related to security, however he thought that it would be 
difficult for this group to perform such a study. The Meeting considered that only a high-level security body 
could perform such an analysis, and be in an appropriate position to enforce policy-making statements. It 
was agreed that this should be reported to the Panel Secretary, and potentially to WGC through the 
Secretary if he considered this appropriate. 

8. AGENDA ITEM 10: TRANSFER OF ATN DOCUMENTATION MAINTENANCE ACTIVITIES (JOINT 
SESSION WITH WG M) 

8.1. Status of ATN documentation 

8.1.1 Frédéric Picard had been updating the CCB Report, to include the conclusion of the last CCB meeting 
(CCB/18) held on 14th Novemb er 2003. This would be delivered to WGM during the joint WGM+WGN 
meeting. 

8.1.2 The Meeting agreed that ATSMHS PDRs that were still nearing closure would be provided as PROPOSED, 
as agreed during the CCB meeting, and with the PDR closing date included in the PDR form. 

8.1.3 The Meeting agreed that the full set of completed PDRs would be provided to WGM after the joint 
WGM+WGN meeting, because of the absence of some SMEs in the meeting.  

8.1.4 The Meeting agreed that the SMEs would deliver an engineering version of Doc 9705 and Doc 9739 before 
the end of the year, including all the changes resulting from the RESOLVED PDRs. This was subject to a 
WordPerfect version of the ICAO published documents being provided to the SMEs by the Panel Secretary.  
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8.2. Proposed procedures for future maintenance of ATN documentation 

8.2.1 Brian Cardwell suggested that the electronic CCB maintenance procedures should be maintained and 
adopted by WGM. This was supported by the CCB SMEs that were present in the meeting (S. Blake-
Wilson, F. Picard, J.M. Vacher). 

8.2.2 The Rapporteur suggested that a paper should be developed proposing ATN maintenance procedures for 
operation of the combined subgroup which had been proposed by the Panel Secretary. The proposed 
procedures would be applicable to Doc 9705, Doc 9739 and PICS/OICS. Such procedures should be based 
on past experience of electronic maintenance procedures as previously used in the CCB. 

8.2.3 The Meeting agreed that maintenance of the Core SARPs (Annex 10, Volume 3) should be a work item of 
WGM rather than of the combined subgroup. 

8.3. Status of Open PDRs 

8.3.1 It was agreed that PDR M2020003 (ULCS CF Error Handling) about ULCS would be WITHDRAWN and 
consequently closed, the issue being part of the WGN work programme.  

8.4. Proposed agenda of the joint WGM+WGN meeting 

8.4.1 The Meeting discussed the agenda items that had been informally proposed for the joint meeting. The items 
related to Amendment to current SARPs and technical specification, and to working procedures were 
considered appropriate by the working group. Conversely, subject matters related to TCP/IP were new work 
items not related with maintenance. WGN had been tasked by the ANC with this work item, which was just 
being started. The Meeting agreed that TCP/IP considerations were out of the scope of the joint 
WGM+WGN meeting. 

8.5. Formal ending of CCB activities 

8.5.1 The CCB /18 meeting on November 14th had been the last ATN CCB meeting. The Rapporteur expressed 
his most cheerful thanks to the CCB, and more specifically to its Chairman, Steve Van Trees, for the work 
performed that had been at the same time excellent and extremely useful. 

9. AGENDA ITEM 8: MONITORING OF IMPLEMENTATION ACTIVITIES AND RESULTING ACTIONS 

9.1. ATN and AMHS 

9.1.1 Ken Itano presented IP06 (R&D of Equipment for ATN Implementation in Japan). Since 1996, the 
Electronic Navigation Research Institute of Japan (ENRI) had been developing an experimental ATN 
simulation environment, under a five-year research programme. International connection tests had been 
performed in this context with ATN test beds at Eurocontrol and Airservices Australia, from 1998 to 2000. 
The ENRI had carried out development of ATN security functions for ATN Router, CM and ULCS in 2002, 
and was presently further developing a D-FIS system in 2003. In 2004, the ENRI would start tests to 
evaluate the performance of VDL Mode 3 (VDL-M3) as an air-ground sub-network. Vic Patel was pleased 
to see that such validation activities for ATN security were on-going in Japan, and also in other countries. 
He recommended that interoperability testing would take place between these various implementations. 

9.1.2 Danny Van Roosbroek presented IP07 (Air Ground Data Link Implementation in Europe: the LINK2000+ 
Programme). The paper provided an update about the objectives, scope and current status of the 
LINK2000+ programme, aiming at the implementation of ATC data link services in a number of European 
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countries. Ground Air Navigation Service Providers from approximately 10 States had committed to 
implement data link between 2003 and 2007. ARINC and SITA were also involved in the programme. 
Eurocontrol had adopted a three step approach, including assistance with the ATN equipage of the first 100 
aircraft equipped with ATN over VDL2, reduced route charges for equipped aircraft, followed by a 
mandate. Airlines had already confirmed participation for  46 aircraft. Dates for a mandate were currently 
proposed, being 2009 for all ACCs in the committed area and new aircraft, and 2012 for retrofit aircraft. 

9.1.3 Danny Van Roosbroek presented the slides that had been given in the Seminar held in the ICAO Regional  
Office, about TCP/IP and ATN in Europe. He explained that TCP/IP was planned for ground 
communications, as a replacement of X.25 communications which were becoming obsolete. States were 
encouraged to migrate from IPv4 to IPv6. The IP internetwork infrastructure was expected to be used in 
support of OLDI (a subset of AIDC), radar data distribution and AMHS. Voice over IP was also planned for 
the long-term. For air-ground applications the ATN internet was the strategic solution. The IP SNDCF 
would allow ground COTS IP Networks to carry ATN A/G traffic. Some level of co-existence between 
TCP/IP and ATN was achieved in this way. This was included in the EATMP COM Strategy that had been 
presented as WP08. 

9.2. Voice Switching Signalling 

9.2.1 Leon Sayadian reported verbally that ATS-QSIG had been tested between the FAA, NavCanada and 
Eurocontrol. Some issues in the area of routing had been identified in these tests. He would submit a 
working paper in the next WGN meeting to report about the subject in a more detailed manner . 

10. AGENDA ITEM 9: NON-TECHNICAL ISSUES  

10.1 In the absence of any working paper or verbal information being provided, there was no discussion under 
this agenda item. 

11. AGENDA ITEM 11: ANY OTHER BUSINESS  

11.1 The Panel Secretary had provided the meeting with IP09 (Consideration of some comments on AFTN 
procedures). The Rapporteur presented the paper, which was discussing problems about AFTN multi-part 
message procedures, for long messages exceeding the AFTN maximum message length. The Rapporteur 
said that the issue had already been identified long time ago, and that this was clearly demonstrating the 
limits of AFTN procedures. It was agreed that the paper be forwarded to SGN3 for further study and 
response as appropriate. 

11.2 It was agreed that WGN would meet in Montreal, either from May 3rd 2004 to May 9th 2004, or from May 
24th to May 28th .  

11.3 On behalf of the Working Group, the Rapporteur thanked Aerothai for the excellent facilities provided in 
support to the Meeting. He also thanked the meeting participants for their attendance. He invited them to 
meet again in Montreal, and the meeting ended with these considerations. 
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12. ATTACHMENT A : AGENDA AS APPROVED BY THE MEETING 

1. Meeting organizational issues 

2. Approval of the agenda 

3. Coordination / Inputs  with / from other bodies 

3.1 OPLINK Panel 

3.2 ATN Implementation bodies (Regional PIRG, ATN/ Impl TF…) 

3.3 Preparation of joint session with WG M 

4. Internet Communication Services 

4.1 Subgroup N1 progress report (review of actions from WGN01) 

4.2 Technical discussions 

5. Air/ground applications 

5.1 Subgroup N2 progress report (review of actions from WGN01) 

5.2 Technical discussions 

6. Ground/ground applications 

6.1 Subgroup N3 progress report (review of actions from WGN01) 

6.2 Technical discussions 

7. Security 

7.1 Subgroup N4 progress report (review of actions from WGN01) 

7.2 Technical discussions 

8. Monitoring of implementation activities and resulting actions 

8.1 ATN and AMHS 

8.2 AFS 

8.3 Voice Switching Signalling 

9. Non-technical issues 

10. Transfer of ATN documentation maintenance activities (Joint session with WG M) 

10.1 Status of ATN documentation 

10.2 Proposed procedures for future maintenance of ATN documentation 

10.3 Discussion of open ATN PDRs 

10.4 Joint actions by WGM / WGN 

11. A.O.B 
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14. ATTACHMENT C : LIST OF WORKING, INFORMATION AND DISCUSSION PAPERS 

 

Paper 
Number 

Agenda 
Item 

Presenter Title 

WGN02-
WP01 

1 J.Y. Piram Draft Agenda 

02 1 J.Y. Piram List of Working Papers 

03 1 J.Y. Piram List of Attendees 

04 3 R. Witzen/ M. 
Paydar / A. 

Capretti 

Update from Panel Secretary  

 

05 4 L. Sayadian System-Wide Information Management (SWIM) 
Concept in the ATN Architecture 

06 4 K. Kitchens /  

L. Sayadian 

Running ATN Applications Services over Transport 
Control Protocol/Internet Protocol version 6 (TCP/IPv6) 
Infrastructures 

07 5 D. Van 
Roosbroek 

GACS project achievements 

08 3 D. Van 
Roosbroek 

EUROCONTROL Communication Strategy 

09 4 B. Cardwell N1 Subgroup ( Internet communications services) 
progress report  

10 5 F. Picard N2 Subgroup (air-ground) progress report 

11 6 J. M. Vacher N3 Subgroup (ground-ground) progress report 

12 7 Tom Mc Parland N4 Subgroup (security services) progress report 

13 6 J. M. Vacher ATSMHS terminology 

14 6 J. M. Vacher AMHS implementation profiles 

15 6 J. M. Vacher Update of CIDIN references in AMHS documentation 

16 6 J. M. Vacher Global co-ordination for AMHS implementation 

17 6 J. M. Vacher Use of LDAP directory in support of AMHS 

18 5 F. Picard Repository of New Operational Requirements for 
Air/Ground ATN Applications 

19 7 Tom Mc Parland AIDC security provision 

20a 7 Tom Mc Parland Demonstration of ATN and IPsec 

21 7 Tom Mc Parland Draft policy 
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22 7 S. Blake-Wilson Paper on scheduling VDL mode 3 via the XID exchange 

23 7 Tom Mc Parland Draft Sub group N4 meeting report 

    

WGN02-Rpt  J.Y. Piram Draft WGN-01st Meeting Report from Montréal 

    

    

WGN02-IP01  J.Y. Piram Report of 1st ACP /WGN Meeting, Montréal 

02 4 L. Sayadian 
E. Weill 

New US Department of Defense (DoD) Systems to use 
Internet Protocol Version 6 (IPv6) 

03 6 C. Leclerc Deployment of AMHS over TCP/IP in Europe 

04 1 J.Y. Piram Schedule of Bangkok ACP WGN meetings 

05 4 T. Ngo Global Communications, Navigation and Surveillance 
System (GCNSS) 

06 8 T. Mahara / Itano R&D of equipment for ATN Implementation in Japan 

07 8 D. Van 
Roosbroek 

Air Ground Data Link Implementation in Europe: The 
LINK 2000+ Programme 

08 4 D. Van 
Roosbroek 

Flight data management concept 

09 11 R. Witzen Consideration of some comments on AFTN procedures 

10 4 A. Burgemeister Draft 3 of AEEC Project Paper 664, Part 8 

    

WGN02-FL01 7 A. Burgemeister Some thoughts on sunrise and sunset date 

    

 

 

 


